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Abstract: A state-of-the-art survey of privacy-preserving data aggregation techniques in wireless sensor networks was
reviewed. Firstly, preliminaries were introduced, including network models, adversary models, and performance evalua-
tion metrics. Secondly, existing related work was classified into several types according to privacy preservation tech-
niques, such as homomorphic encryption, data perturbation, slicing-mixing technique, generalization, secure multiparty

computation, and the key mechanisms of typical protocols were elaborated and analyzed. Finally, the promising future
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research directions were discussed.
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